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Abstract

Distributed storage systems must provide highly

available access to data while maintaining high perfor-

mance and maximum scalability. In addition, reliability

in a storage system is of the utmost importance and the

correctness and availability of data must be guaranteed.

Adding parity redundancy to distributed storage systems

has been problematic because of the impact on perfor-

mance. In this paper, we investigate mechanisms to add

redundancy to the Lustre cluster file system with minimal

effect on overall system performance. With data spread

across multiple nodes, ensuring the consistency of the

data requires special techniques. We describe fault tol-

erant algorithms to maintain the consistency and relia-

bility of the data. We show how these techniques guar-

antee data integrity and availability of systems for read

and write even under failure mode scenarios.

1. Introduction

Direct Attached Storage (DAS) was the first storage

solution, and is still the simplest storage solution. In a

DAS system, a disk hardware is directly connected to

the server using high speed channels like SCSI or IDE.

However, development in network speeds and demand

for data sharing brought several newer ideas forward

while sending the data behind the network. Network file

servers allow the local direct attached file system to be

visible to client machines attached to the network. Sev-

eral file systems emerged to distribute data over the net-

work including NFS [28], CIFS [18], AFS/Coda [21, 29]

and Sprite [24]. Several companies developed these

Network Attached Storage (NAS) appliances, includ-

ing EMC, Network Appliance, IBM and Sun Microsys-

tems. However, the use of a single file server for a large

number of clients raised scalability issues and also pre-

sented a single failure point. Significant research work

has been done to remove the bottleneck of the single

server model. Some of them include storage area net-

works (SAN), virtual disks [19, 32], network attached

storage disks (NASD) [13] and serverless storage sys-

tems [14, 4]. Most of these file systems try to improve

the performance by reducing the time to satisfy service

requests while providing sharing capabilities [15, 16].

Due to the distributed structure of network file servers as

against direct attached storage, these file systems have

CPU overhead due to protocol handling and are also

affected by network bandwidth. Although computing

power has improved exponentially, disk bandwidth has

struggled to keep up with the pace. The significant im-

provement in processor performance reduces the con-

cern for CPU overhead. In order to improve data band-

width, the file systems or storage managers typically

stripe the data across the nodes in the storage system.

Thus, writes spread the data across the stripe and reads

collect the data simultaneously from multiple nodes.

Use of multiple nodes for storage raises concerns

for reliability. For increased reliability, a key require-

ment of these file systemsmust be the ability to deal with

potential storage node failures. With multiple nodes in

a cluster, the likelihood of failure of a single node in-

creases. This means that the storage mechanism must

be efficient, and also be fault tolerant. Further, the al-

gorithm must not only be able to handle reads, but also

address write requests during system failure. These fail-

ures may be at any level from network interface, to pro-

cessor, to disk. A simple technique to increase data

availability is to stripe data using RAID [25] techniques

such as parity protection or mirroring. However, apply-

ing RAID techniques to a clustered storage system intro-

duces several new challenges particularly with regards

to performance. Currently, the most common availabil-

ity solution in clustered storage systems is the use of

failover systems which allow functionality to move from

failed nodes to other nodes due to shared storage sys-

tems. These systems are very expensive and as a result,



the reality is that most of the time, the systems are main-

tained without redundancy in large clusters.

In this paper, we present algorithms for distribut-

ing data reliably and maintain scalability in a clustered

file system, in particular for the Lustre cluster file sys-

tem [6]. We describe techniques used to ensure a func-

tioning system in the face of failures. This paper is or-

ganized as follows: we first provide a list of related re-

search work done in Section 2. In Section 3 we give a

brief overview of the Lustre cluster file system and stor-

age architecture. Section 4 explains our failure model

and describes our algorithms to preserve consistency and

data availability. Our results are presented in Section 5.

We close with a section on proposed future work and

conclusions.

2. Related Work

There are many parallel storage file systems which

have been developed recently and are in common use [6,

12, 11, 23, 30, 33, 8]. Most of these file systems are

based on the idea of separating the metadata from the

data. By separating the metadata, storage management

functionalities are kept away from the real data access,

thus giving the user direct access to data once the autho-

rization to access the data is received. These file systems

can achieve high throughput by striping the data across

many storage nodes.

Many commonly used high performance parallel

file systems such as Lustre and PVFS have ignored stor-

age node failures but as cluster sizes increase, these fail-

ures will become more common and more important.

The simplest solution to providing system availability is

to use full replication or mirroring, such that data is writ-

ten to multiple servers in the distributed storage system.

Systems that have used replication include Ceph [33],

Slice [3], Echo [31], Petal [19] and peer-to-peer file sys-

tems such as PAST [10], FarSite [5], Ivy [22], CFS [9]

and Pangaea [27]. The problem with replication is the

significant overhead costs in terms of storage space.

OceanStore [17] uses erasure codes to reduce the storage

overhead while providing better availability guarantees

at the expense of significant computation overhead.

Using parity based redundancy can reduce the stor-

age overhead, but is very expensive in terms of perfor-

mance in a networked storage system. Among the ear-

liest parallel storage systems to support parity based re-

dundancywas the Swift/RAID system [20]. Swift/RAID

used transfer plans that are specified at the application

level to determine RAID levels and striping characteris-

tics. In spite of using optimized data transfer plans they

were able to achieve write performance that was only

half of the non-RAID performance. Log-structured file

systems such as Zebra [14] and xFS [4] can amortize

the cost of parity calculation at the expense of garbage

collection complications. Pillai et al. have designed a

modification of PVFS called CSAR which uses a hy-

brid RAID scheme that mirrors partial stripe writes on

the server [26]. These mirrored data blocks can incur

significant storage overhead since they are not cleaned

up and the scheme still incurs a 20-25% performance

overhead for both large and small writes. Amiri et al.

have discussed concurrency strategies when developing

RAID protocols for shared storage [2].

3. Lustre File System

In this paper, we concentrate on working with Lus-

tre file system. We chose the Lustre file system over

the Parallel Virtual File System (PVFS) because Lustre

modules are present inside the Linux kernel and hence

uses the VFS cache. This gives Lustre a fair advantage

over PVFS. The Lustre file system is based on an ob-

ject storage architecture as shown in Figure 1. In an

object storage architecture, the data transfer protocol be-

tween clients and data devices is on an object rather than

a block as in a storage area network or a file as in a dis-

tributed file system such as NFS. An object comprises

the data (or subset of the data) of a file but its allocation

is managed by the target device and a metadata server.

Each target device can be considered as a smart disk, but

the key differentiating feature of an OSD architecture is

the metadata server that is separated from the data tar-

gets.

Figure 1. Parallel file system architecture

(object-based)

The Lustre file system is basically comprised of

three main components – a metadata server (MDS), an

object based storage target (OST) and an object storage

client (OSC). Any read/write operation on a file has to



be initiated by the client. In order to operate on a file,

the client must first obtain the file metadata from the

MDS. This metadata information will include the loca-

tion of the file data, i.e. which objects on which targets,

as well as authorization tokens to access those objects.

Once this information is acquired, the client need not

approach MDS for any subsequent operations. With the

metadata separated from the actual data, and with this

data striped across several nodes, the Lustre file system

can easily obtain very high throughput. However, with

this striping of data comes the challenge of keeping the

data available. A failure of any node could compromise

the complete file system. Lustre does not provide mech-

anisms to tolerate node failure other than to support for

failover at each node. However, implementing failover

is a very expensive proposition and not feasible for many

small cluster installations.

4. Failure Mode Availability

Lustre makes the system available for write opera-

tion also under failure condition, however, the write is

performed on the remaining available machines. If the

failed node returns, it is not utilized for the writes that

were performed while it was down. This means that the

system was being under-utilized because of a short fail-

ure of access to a node. While this could be acceptable

in cases where not many failures occur, in large clusters

where there are over 1000 nodes, and where chances of

failure is much higher, it is important to have the system

utilization to the best.

4.1. Failure Model

Before discussing our algorithms for maintaining

data availability, it is useful to explain the failure model

assumed. We expect that the the file system should suf-

fer no loss of data under any single failure condition and

provide continuous response to client nodes. The po-

tential failures in the system that we consider are tran-

sient failures to a single machine which could be be-

cause of network failure or a temporary hardware fail-

ure. We define these faults as clean errors. Our algo-

rithms are completely clean-error-tolerant. We ideally

assume that only one machine will fail during some de-

fined period. Because the failures may be intermittent,

the protocols must handle machines temporarily disap-

pearing from the network which may be caused due to a

disconnection, or failure of network cable. A disk failure

can mean a variety of errors in the low level disk subsys-

tem. Many magnetic media errors will be self-corrected

using ECC mechanisms. Other failures of disk hardware

or interconnect will manifest themselves as a machine

failure, so the same techniques that are used to tolerate

machine failures will apply.

As for unclean errors, we mention here the possi-

bility of incorrect data. Examples include network cards

flipping bits inadvertently, memory getting corrupted, or

processors performing erroneous calculations. For the

most part, we assume that these failures do not occur.

The reason we do so is that most of these errors are tran-

sient and are caught by either automatic error correction

methods such as ECC or higher level protocols such as

TCP/IP checksums. Incorrect processor calculations are

real but extremely rare and so can be effectively ignored.

4.2. Parity

To provide complete availability of the system dur-

ing single-node failure scenario, the file system must be

able to regenerate the data from the remaining nodes.

This can be done using long existing RAID techniques.

In our work, we have developed a RAID strategy at the

target level for the Lustre file system. We have currently

implemented a RAID4 mechanism and intend to imple-

ment RAID5 in future.

In a naive implementation, one can generate parity

in line with the write operations handled by the client.

The Lustre file system, which is an object based file sys-

tem, handles the data in terms of Linux kernel pages

due to the limitations of the Linux kernel. Because of

this, the complete object is not available to us inside the

Lustre file system. Without using a cache maintained

within the Lustre file system, generating parity becomes

slightly more complicated than it is in a normal RAID

system.

While buffering data for a fresh write until all pages

from all the objects from a single stripe has been writ-

ten would be the simplest option, it imposes a heavy hit

on the performance of the system. We therefore gener-

ate parity with every page that passes through the Lustre

file system, and retain just the parity. The page is allo-

cated from within the Lustre file system and is treated

as part of the file with a very high page index. Since

the parity target is never used for a read/write in nor-

mal stream with real data, giving a high page index does

not interfere with the object data. A high page index

is only given to avoid any clash with any existing page

of the same index. The parity page is retained in sys-

tem memory and used when the page of the same offset

within another object from the same stripe is received.

The parity is finally sent to the target upon completion

of the write operation on that stripe, or on the file. Using

this method could however be very costly when doing a



Figure 2. Handling of read/write operation using dirty region database (DRD).

re-write operation. To maintain consistency during re-

write, we will have to perform two reads to read the old

data and parity and two writes to commit the new data

and parity. Experiments show that this step severely im-

pacts the performance of the system as can also be seen

in the section 5.

To avoid the costly step of doing the extra two reads

and a write during the re-write operation, we have imple-

mented another strategy with the idea of using a thread

to handle the operation independently. We introduce a

kernel thread running in parallel which would identify

and perform the reads and writes required to generate the

parity. Since the extra reads are required only when writ-

ing a partial stripe, only this data needs to be handled by

the thread. A copy of the data is written to the local disk

on the client to successfully recover the data in case the

target holding the primary copy of the data fails before

the thread could complete generating the parity. Infor-

mation regarding this is also linked with inode structure

so that any new reads before the thread completes its op-

eration can be directed to the local disk. At a later point,

the thread sends the saved data to the target node using

a new macro that has been added into Lustre file sys-

tem for this operation. With this macro, the target node

first reads the original data, generates the intermediate

parity using the new data, and then writes the new data.

Finally, the intermediate parity is returned to the client

node. The client node will then send this intermediate

parity information to the parity node where the full par-

ity is calculated and written. By doing this, we save one

network data transfer operation. Two read and two write

transfers are reduced to just one read and two write data

transfers. The read of old data is now done locally on

the data target node, and the parity is also generated on

the parity target node.

4.3. Writes Under Failure

In the context of a distributed system, writes are

more interesting than reads - particularly with parity

striped writes. In this section, we discuss methods to en-

sure that write operations will still succeed even under

a single node failure. In most distributed or cluster file

systems, if a failure occurs during write, the operation

is either blocked, waiting for the failed node to return,

or is terminated immediately. In Lustre, when the client

observes a failure, before starting the write operation, it

automatically reduces the number of nodes, and contin-

ues to write with a degraded system not at full storage

capacity. Thus, a file which is written during this period

would be striped on fewer nodes than originally desired.

When a failure occurs during the write operation, Lustre

loops its operation waiting for the node to return. This

continues until the node returns or the operation times

out, ultimately leading to an incomplete write. The user

may have to re-issue the write command for Lustre to

write it to the remaining nodes this time, or wait for the

failed node to return to have access to all nodes.

To handle this situation, and to ensure that the sys-

tem returns to its full capacity upon return of the failed



node, even for the write which was missed during the

node failure, we introduce a database within the file sys-

tem called dirty region database (DRD) similar to the

fact server defined in [7]. The DRD contains the infor-

mation about the data which could not be written to the

target during the write operation, but had its parity calcu-

lated and stored on the parity target. The DRD also con-

tains information regarding the incomplete stripes which

are being written to the local disk and will be transferred

to the local node by the kernel thread. We refer to these

regions of the file as the dirty regions. For any file, infor-

mation regarding existence of DRD is present as a flag

in the file’s inode structure. For any subsequent read or

write, the Lustre file system first checks if a DRD en-

try exists for that file. If a DRD entry exist, the client

will have to read the DRD from the storage node into

the client’s local memory. This needs to be done only

once, as the DRD entry is locked to that particular pro-

cess and cannot be modified by any other file I/O thread

on the client machine. The DRD will inform the client

about the dirty regions present in the file and will auto-

matically transfer read requests for the file’s dirty node

to the parity node and regenerate the data using parity.

Even if the failed node returns to operation, the DRD

will let the client know that read requests must be sat-

isfied by regeneration because the data present on the

failed node is old and inconsistent. A flow chart show-

ing the handling of read/write operation when using the

DRD is shown in Figure 2.

The information of the DRD is stored on the first

and last node of the stripe to which the file is being writ-

ten onto. We store two copies of all DRD data to handle

the case of failure of one of the nodes which could be

containing the DRD information. A failure of both the

nodes would result in a two-node failure scenario and is

not handled in this work. The structure is stored as a

regular file in a local directory on the target. Since this

file is already mirrored on another storage node, local

redundancy to protect this file is not required. A special

macro to handle this request was added to the Lustre file

system. Existence of this information is updated on the

MDS using a special flag in the private structure of the

inode. This ensures that the client knows if there exists

any information in the database and not send any un-

necessary requests to the target to check for DRD. Un-

der multi-user scenario, a lock would have to be set on

the database to keep it consistent across different client

nodes.

4.4 Reads under failure

Reads under failure in our system is very similar to

the handling of read under disk failure in a normal RAID

system. While doing a read, if the client notices that a

node has failed, it will have to regenerate the data by

reading the contents of the remaining nodes and also the

parity. This operation has to be done from within the

Lustre file system and not be visible to the user. The

client issues the read requests to the remaining nodes

in the stripe, including parity node, for data belonging

to that offset within the object of that particular stripe.

When all the data is available, the client can simply XOR

them to regenerate the original data without the notice

of the user. However, if this object had recently been

re-written and was currently being used by the thread to

generate the parity, the system would read directly from

the thread without going to the target. The system can

easily find out if this data is available in the thread by

checking the DRD.

It could be contended that this scenario under large

clusters could cause the DRD to grow to very large sizes,

and hence could affect the performance due to long

search times. However, since we have a thread running

constantly to clear the DRD, the DRD does not typically

grow large.

5. Results

5.1. Single Client

For single client tests, we conducted our experi-

ments on 7 Dual Core AMDOpteron dual-processorma-

chines with 2GB RAM and a 80GB SATA disk drive.

Five nodes were used as storage targets, one as meta-

data server and one as the client node. We conducted

our tests using the file system benchmarking tool IO-

Zone [1]. The original Lustre file system was tested with

5 targets, with an object size of 64KB for a total stripe

size of 320KB. For testing our algorithms using RAID

mechanisms, we had 4 target nodes and 1 parity node.

We used the same object size of 64KB, thus setting the

total stripe size to 256KB.

Our results show that with a very little performance

hit, we could achieve a single fault-tolerant storage sys-

tem. From Figure 3 we can see that calculating parity

during the write operation could be very expensive due

to the reads involved to generate the parity. We see that

throughput for all file sizes at best reaches up to 18% for

large file writes of Lustre without parity. However, if we

use a separate thread to perform the partial I/O as pro-

posed in this work, we can gain a lot on performance.
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Figure 4. Writes under failure compared to

Lustre file system (object size - 64KB).

The parity performance in this technique ranges from

68-97% of normal Lustre. The thread which handles the

writing of partial stripes and updating parity, flushes out

data continuously. But since this is done using an inde-

pendent thread, an impact of this is not visible on write.

On average, the degradation in performance due to us-

ing parity is about 15%. The overall load on the system

due to the thread was minimal because the parity was

generated on the storage node.

For testing under a failure scenario for read or for

write, we modeled the failure condition of a target by

forcing the client to view a random target as a failed

node. Figure 4 shows the performance of writes un-

der a single node failure scenario compared to the nor-

mal Lustre file system performance. It can be seen that

under failure, the writes do not differ much from no
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Figure 6. Write performance with 8 clients

(object size - 64KB).

failure condition. It can also be observed that the use

of the thread does improve reconstruction time signifi-

cantly. The little loss of performance is due to writing

of the DRD which is done only under failure cases. In

terms of read under failure condition, we observe regen-

erating data using parity could hit us on performance in

the range of 40-65% of a read when there is no failure,

which is not bad since we were able to maintain avail-

ability of the system despite failure of one node. We can

gain some performance benefit on read under failure by

doing a read ahead of parity data.

5.2. Multiple Clients

We conducted another test to monitor the perfor-

mance of the system with 8 clients doing simultaneous



I/Os on the same set of target nodes. All machines used

for the test were dual core AMD Opteron dual-processor

with 2GB RAM. 8 of them were used as clients, one as

the metadata server and 5 of them as storage nodes.

Figure 6 shows the write performance of our algo-

rithm as compared to the original Lustre performance

when put under stress by 8 clients simultaneously on

different files. We ran the benchmarking tool IOZone

on each client for independent files. From Figure 6,

we can observe that with multiple clients, write perfor-

mance suffers more with parity because the data which

under normal Lustre was distributed among 5 nodes by

8 clients is now being distributed to just 4 nodes. This

implies that there would be more load on each target

node, and hence relatively poorer performance. Using

a RAID5 scheme could possibly improve this perfor-

mance.

6. Future Work

We plan to include several performance improve-

ments to our work. We intend to implement a two-

phase commit protocol for committing data on the tar-

get nodes, particularly for parity information. If a client

node fails while the parity is being written, and before

the node data was committed, the system would result

in an inconsistent state. We could avoid this by using

a two-phase commit for parity and data. That means,

the parity would only be committed after it is guaran-

teed that the data was committed to the disk on the other

target nodes.

We also plan to add the feature of regenerating data

on the run. Thus, if there had been a failure and an en-

try in the DRD was made, and if we receive a read or

re-write request on the same portion of file, we could

regenerate the data using the parity and write it to the

storage nodes and clean up the DRD. Further, using

the DRD with multiple clients while maintaining con-

sistency across all clients need to be implemented.

7. Conclusions

In this paper, we have presented a series of algo-

rithms for a fault-tolerant distributed storage system.

The algorithms preserve data and file system integrity

and consistency in the presence of concurrent reads and

writes. We have shown how these protocols are designed

to be tolerant of single-fault transient failures. The pro-

tocols are designed with fault-tolerance as a principal

design commitment rather than as an afterthought. The

main contribution is the notion of storing data locally to

a client as well as to the cluster in order to reduce the

impact of parity generation on writes. We have shown

that this improves performance significantly.
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