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ABSTRACT
RAID has long been established as an effective way to provide
highly reliable disk subsystems. However, reliability in RAID sys-
tems comes at the cost of extra disks and somewhat lower perfor-
mance. In this paper, we examine some mechanisms to reduce this
cost in the context of integration with backup processes. These
methods are most useful in storage systems where complete data
protection or availability is not necessary such as in desktop per-
sonal computers, laptops, and other mobile storage devices. We
will in particular investigate strategies with disk and flash that trade
off between availability and reliability, snapshotting tradeoffs of re-
liability between time and space, and user directed redundancy.

1. INTRODUCTION
Disk arrays have long been used to improve the performance of
storage systems [5, 10]. The parallelism inherent in multi-disk sys-
tems can significantly boost both the throughput and response times
as compared to a single disk system. However, the increased per-
formance comes at the cost of lower reliability. As a result,disk
arrays need some form of redundancy to improve reliability.The
most common and cost effective solution to improve the reliability
of disk systems is the use of Redundant Array of Inexpensive (or In-
dependent) Disks (RAID) [8]. A RAID system stripes data across
multiple hard disks that appear to the user as a single disk. The
various levels of RAID specify different methods of redundancy,
such as parity and mirroring, to provide reliability. The most com-
monly used forms of RAID are RAID1 for mirroring and RAID5
for parity-rotated striping. Mirroring, or RAID1, entailsreplication
of the data on multiple disks. Parity striping, or RAID5, involves
spreading data along with parity across multiple disks. Choosing
which RAID level to use is typically determined by cost and ap-
plication requirements. At the disk array level, the redundancy
choice is usually RAID5 as it provides excellent availability, mod-
erate storage overhead, and adequate performance.

All RAID levels require extra disks to provide redundancy. In the
case of RAID5, the redundancy overhead is1/D whereD is the
number of data disks in a redundancy group. With RAID1, the
overhead is 100%. This overhead makes RAID cost prohibitivein
many environments, particularly single user desktop computers and
laptops. RAID5 requires the installation of either SCSI controllers
or multiple IDE controllers and enclosures to contain the multiple
disks. In a two-disk scenario that is feasible for most single PCs,
the 100% overhead of RAID1 mirroring becomes costly.

The reason for the high redundancy cost of RAID is the desire to
maintain high data reliability and availability - in other words, the
storage system should never lose data and should always be acces-

sible even in the presence of hardware failures. In certain environ-
ments, however, that guarantee of data protection is too stringent
and not required. Thus, it may be possible to relax these guaran-
tees and reduce the performance and storage cost of redundancy.
One possible strategy is to delay parity calculations and writes to
improve performance at the risk of small windows of data being
unprotected as in the AFRAID system from HP [11].

In the same spirit, in this paper, we present storage system strategies
that tradeoff between various aspects of data reliability.First, we
explore an architecture that maintains data reliability while reduc-
ing the required storage at the cost of reduced system availability.
Secondly, we look at data protection and backup mechanisms that
improve performance by reducing backup recovery point times. Fi-
nally, we propose a mechanism to expose these tradeoffs to the user
so that the user can tune redundancy choices on a file by file basis.

2. AVAILABILITY VS. RELIABILITY
RAID is a system that guarantees data protection as well as data
availability. However, in many systems data protection is much
more important than system availability. For example, in most per-
sonal desktops or laptops, if the disk has failed, the user may be
able to tolerate the system being unusable for a few hours until the
disk is replaced. However, any data loss will be unacceptable. In
previous work, we have proposed a system called RAID0.5 [1],a
midway point between RAID0 and RAID1 in that it provides equiv-
alent data loss guarantees to RAID1 with just slightly more over-
head than RAID0. However, RAID0.5 can not provide the higher
system availability of RAID1. The goal of the RAID0.5 architec-
ture is to provide a disk subsystem that can achieve high reliability
with low cost with the tradeoff of lower availability.

The key to achieving low redundancy overheads in RAID0.5 is to
replicate only a portion of the data on a disk. If we assume that the
system is being periodically backed up, then we need to only repli-
cate data that has been changed since the last backup. We define
this data as theactive data. In such a scenario, if a disk fails, ac-
tive data can be recovered from the remaining disk(s) and inactive
data can be recovered from the backup media. The backup window
determines how much data needs to be replicated. For example, a
weekly backup will likely create a larger active data set size than
a daily backup. HP’s study of working set sizes showed that, on
average, only 2% of available storage is written to over a 24 hour
period [9]. The largest observed 24-hour write set size was just
over 10%. Thus, assuming daily backups, we need only to repli-
cate 10% of the data in the array. If access patterns are similar over
a week and the weekly and daily working set sizes are thus similar,
a 15% replication overhead may be sufficient for weekly backups.
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Figure 1: Flash Enabled Active Replication for Low End Sur-
vivable Storage (FEARLESS)

In this paper, we present a variation of RAID0.5 appropriatefor
systems that can not accommodate multiple disks - e.g. personal
desktop computers, laptops, MP3 players, etc. In these systems,
instead of using a second disk to replicate active data, we use a
low cost flash drive such as a USB flash key to hold replicated data.
The system is called Flash Enabled Active Replication for Low End
Survivable Storage (FEARLESS) and is shown in Figure 1. In Fig-
ure 1a, the data distribution is shown for a system where the active
data set is empty, i.e. immediately after a backup. After writes
to D1, andD3, we can see in Figure 1b that the writes have been
replicated to the flash disk. If the flash disk fills up, the file system
or disk driver will respond as if the disk is full, or redundancy can
be turned off with a warning. With current flash disk sizes, this
could be problematic but with user directed attributes as described
in Section 4, the amount of replication could be drasticallyreduced.

If the main disk fails, any requests to active data can be delivered
from the flash disk. However, requests to inactive data can not be
serviced because the data is not available online and must bere-
trieved from backup media. Thus, in a FEARLESS system, as soon
as failure is detected, the system must block all future accesses to
disk until the main disk can be reconstructed from backup. Topre-
vent the chance of a failure on the flash disk, the system should be
powered down. Note that this implies that a FEARLESS system is
not available under failure even though there has been no data loss.
This behavior is different from a traditional RAID system where
data is still available even under a single disk failure. Thus, for a
FEARLESS system there is a distinction between availability and
data loss protection, whereas no such distinction exists for other
RAID levels. A FEARLESS system trades off system availability
for low redundancy costs. Therefore, using RAID0.5 is not appro-
priate for mission critical applications that require 24/7operation,
but it is appropriate for desktop applications that may not require
nonstop operation but do require absolute data protection.

2.1 Reliability Analysis
In light of this distinction between system availability and data loss
protection, when doing reliability analysis we are more interested
in the mean time to data loss (MTTDL) rather than the mean timeto
failure (MTTF). The analysis is similar but, unlike MTTF, MTTDL
tells us nothing about system availability.

We can develop an MTTDL and availability model for a FEAR-
LESS system using a similar analysis methodology to that outlined
in [8]. The main disk and flash disk are assumed to have inde-
pendent and exponential failure rates. The disk and flash have

mean times to failure ofMTTFDisk and MTTFF lash respec-
tively. Data loss occurs when both the main disk and flash disk
have failed. Since the system is shut off when the first failure oc-
curs, the only chance for double failure is when the main diskor
flash disk are being reconstructed after repair.

MTTDLF EARLESS =

MTTFDisk ∗ MTTFF lash

MTTFDisk + MTTFF lash
∗

1

Pr[data loss during repair]
(1)

Data loss during the repair time of the failed disk can happenin two
cases: 1) the first failed disk was the flash disk and then the main
disk fails, and 2) the first failed disk was the main disk and then the
flash disk fails. Thus, the probability of data loss causing failure
during the repair time is as follows:

Pr[data loss during repair] =

Pr[first failed disk was the flash disk]pm+

(1 − Pr[first failed disk was the flash disk])pf (2)

wherepm is the probability that the main disk fails during the re-
pair time andpf is the probability that the flash disk fails during
the repair time. If we define the time to restore the flash disk
as tr F lash, then assuming exponential failure rates,pm = 1 −

e−tr F lash/MTTFDisk . Sincetr F lash ≪ MTTFDisk, pm ≈
tr F lash

MTTFDisk

. Similarly,pf is equal to tr Disk

MTTFF lash

.

Substituting into Equation 2, we arrive at:

Pr[data loss during repair]

=
MTTFDisk

MTTFDisk + MTTFF lash

tr F lash

MTTFDisk

+
MTTFF lash

MTTFDisk + MTTFF lash

tr Disk

MTTFF lash

=
tr F lash + tr Disk

MTTFDisk + MTTFF lash
(3)

Substituting into Equation 1, we arrive at:

MTTDLF EARLESS =
MTTFDisk ∗ MTTFF lash

tr Disk + tr F lash
(4)

By comparison, a mirrored system with 2 disks has a MTTDL of
MTTF2

Disk

2 MTTRDisk

whereMTTRDisk is the time to repair and restore
the disk. Note thattr Disk from Eq. 4 is only the time to restore the
disk. In systems with hot spares, the time to replace the failed disk
can be zero, but in the personal systems that we are considering,
hot sparing is unlikely to be present. In a FEARLESS system, since
the system is powered off after a failure, there is almost no chance
of a second failure while the failed disk is being replaced1. The
restore/reconstruction time of a FEARLESS system is determined
primarily by the speed of the backup media - tape can be slow but
a D2D (disk-to-disk) backup system can be relatively fast.

2.2 Availability analysis
We have presented FEARLESS as a compromise choosing high
reliability at the expense of lower availability. Availability is de-
fined as the percentage of time that the system is not available.
1The probability of failure while the disks are turned off is not ab-
solutely zero, but it is much lower than the chance of failurewhile
the disks are powered up, so for the most part we can ignore it



In reliability analysis terms, this is simply the ratio of the MTTF
of the system to the sum of the MTTF and MTTR of the system.
For a mirrored system the MTTF of the system is equivalent to the
MTTDL. The MTTR of the system is equivalent to the MTTR of
a disk since the system will be repaired when the disk is repaired.
In practice, though, this is not true since when there is a system
failure, the time to recover will probably be longer becauseof the
time required to reinstall software, recover data from backups, etc.
For the purposes of this discussion, however, we will assume, in
the absence of hot spares, that the majority of the restore time is the
time to install the new disk. The availability of a mirrored system
can be expressed as follows:

AMirror =
MTTDLMirror

MTTDLMirror + MTTRDisk
(5)

=
MTTF 2

Disk

MTTF 2

Disk + 2 MTTR2

Disk

(6)

For a FEARLESS system, the system is unavailable whenever a
disk goes down even though data may not have been lost. Thus, we
can derive the availability of a FEARLESS system as follows:

AF EARLESS =

MTTFF lash

MTTFDisk + MTTFF lash

MTTFDisk

MTTFDisk + MTTRDisk
+

MTTFDisk

MTTFDisk + MTTFF lash

MTTFF lash

MTTFF lash + MTTRF lash

(7)

Comparing Eq. 6 with Eq. 7, we see that the FEARLESS system
availability is lower by a factor approximately equal to theMTTF .
In fact, FEARLESS availability is no better than a non-redundant
disk system. This is borne out in Table 1 which shows MTTDL,
availability, and available storage for a single disk, a twodisk mir-
rored system, and a single disk with flash replication.MTTFDisk

is 300,000 hours which is typical for low-cost consumer disks.
MTTFF lash for USB flash drives is roughly 50,000 hours. In spite
of the normally high reliability of electronic components,USB
flash drives have relatively high failure rates because of the fail-
ure propensity of the USB connector [6]. If the flash is not re-
movable, the mean time to failure is around 2,000,000 hours.We
also assume that the time to reconstruct the disk is 6 hours for mir-
rored systems and 12 hours for a FEARLESS systems because of
the assumption that the backup tape is slow and the need to reini-
tialize the replication flash disk. The time to reconstruct the flash
disk is only one hour because of the smaller size. Since we areas-
suming small scale systems that are not mission critical, wedo not
assume any hot sparing, so the time to replace the disk or flashdisk
is assumed to be 18 hours. This gives aMTTRDisk of 24 hours
for the mirrored systems, and 36 hours for FEARLESS systems.
MTTRF lash is assumed to be 19 hours.

The tables show that FEARLESS can offer equivalent or better
MTTDL to RAID1 without the need for a second drive. With the
high reliability of built-in flash, the MTTDL of FEARLESS is sig-
nificantly better than mirroring. The disadvantage, however, is the
availability of the FEARLESS system. While the availability of
FEARLESS is good (99.9%), this is due entirely to the reliability of
the disk and not due to the flash replication. Enterprise systems typ-
ically demand six nines of reliability which can be delivered with
RAID5 and mirrored systems, but is not possible with FEARLESS.
Thus, the use of FEARLESS becomes a choice between high avail-

Configuration MTTDL (years) Availability
Single Disk 5.7 3.32
Mirror 213895 6.94
FEARLESS with USB Flash 131627 3.47
FEARLESS with Built in Flash 5265097 3.98

Table 1: MTTDL and Overhead. (MTTFDisk = 300000 hours,
MTTFF lash = 50000 hours)

ability with low storage overhead and high availability with high
storage overhead. As mentioned before, the ideal environment for
such a system is for desktop or single-user systems that contain
high value data but do not require 24/7 availability.

3. EXTERNAL VS. SYSTEM FAULTS
In recent years, many file systems and storage arrays have provided
a feature called snapshotting which enables users to recreate the
state of the file system and some previous point in time. Typical
snapshot systems only allow rollbacks to specific points in time
when a snapshot was initiated. More recent variations called con-
tinuous data protection (CDP) allow for any point in time recovery.
In other words, the rollback can be performed to any desired previ-
ous point in time rather than arbitrary times decided by the system
administrator.

Snapshotting and CDP are forms of backup that are intended topro-
tect against both system failure and external faults. System failure
is a failure of the hardware components in the storage systemand
can be adequately protected by RAID mechanisms. Thus, backup is
essentially a protection against external failures such asuser error
(eg. accidental deletion), viruses, or security violations. Another
way to look at it is to say that backup is redundancy in time and
RAID is redundancy in space.

When snapshotting or CDP are implemented on a RAID5 system,
there is a significant increase in disk I/O. For example consider the
scenario in Figure 2. When the snapshot is created, a copy of the
file inode is made with all block pointers pointing to the original
location of the blocks. In this case, the file inode consists of three
blocks at D00, D01, and D02. When we write to block D02, we use
a copy on write mechanism to copy the original block and update
the snapshot inode to point to the new location of the original block.
The whole process, not counting updates to inodes, involvestwo
logical writes and one logical read - i.e. a read to copy the block,
a write to store the copy, and then a write of the new block. At
the disk array level, each logical write becomes two disk writes
and two disk reads in a RAID5 system. Thus, the snapshot write
operation translates to four disk writes and four disk reads. One
disk read can be saved because the copy read can be cached for
use in parity generation on the new data, thereby reducing the disk
access count to four disk writes and four disk reads. Thus, adding
snapshots incurs a potentially 10% increase in disk accesses when
using RAID5. With snapshots, this overhead is incurred on only
the first update to a block after a snapshot is taken. With CDP,
the overhead is incurred on every update to a block, and as such is
much more severe.

Using a similar strategy to weigh tradeoffs in reliability as we did
with FEARLESS, we can decrease the performance penalty due to
snapshotting by reducing reliability guarantees. As we mentioned
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Figure 2: Snapshot Behavior on RAID5

earlier, snapshotting and RAID5 provide protection against exter-
nal fault and system failures respectively. If we consider the ex-
ternal and system failures separately, we can arrive at a balance
that weighs each failure mode independently and potentially im-
prove performance. In most scenarios it is much more important
to ensure that the current data is always available than making sure
that old data is protecting. In such a scenario, protecting against
hardware failure is more important than protecting againstexternal
failures. However, since external faults, particularly user errors,
are more likely than hardware failures, it makes sense to protect
against these errors to some extent as well using CDP, snapshots,
or backups.

The strategy is to provide mechanisms to fully protect against hard-
ware failures and thus preserve current data but minimize protec-
tion for old data in snapshots. Figure 3 shows how this could be
accomplished by placing snapshot data in a region of the diskthat
is not protected by parity. Thus, the RAID5 penalty for parity gen-
eration is not incurred on the copy write, reducing the overall snap-
shot/CDP write cost to just three writes and two reads - an overhead
of just 25%. Note that we have not said anything about snapshot
protection, since we have assumed that preserving old data is not
important. Thus, the tradeoff we make is much better performance
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Figure 3: Minimized Snapshot Protection with RAID5

at the cost of lower data protection in time i.e. less protection
against external faults.

In order to address this problem, we can use the fact that mostsys-
tems keep multiple snapshots available on a system - e.g. hourly,
daily, weekly, etc. If we rotate the snapshots among the disks, we
are always guaranteed to have at least one snapshot available in
case of disk failure. Thus, in the presence of failure we may not
be able to roll back to the last snapshot, but we will be guaranteed
to roll back to at least the snapshot before that. If snapshots are
made hourly, we can guarantee that we can recover data from atthe
most two hours ago. Depending on the environment, lengthening
the roll back window or recovery point objective (RPO) is an ac-
ceptable penalty to pay given the improved performance cost. In a
CDP or near-CDP system, where the granularities of rollbackare
much smaller, and the update cost is much more severe, the benefits
of such a system are even clearer. The performance is significantly
improved with little cost in terms of lengthening the RPO.

4. USER DIRECTED REDUNDANCY
In the previous two sections, we have presented mechanisms for
improving redundancy cost in terms of storage overhead and per-
formance but to the detriment of availability or reliability in a par-
ticular aspect. Both methods use static means to determine the im-
portance of availability or reliability on a storage systemwide basis.
However, ideally we would like to determine the reliabilityor avail-
ability needs more dynamically. For example, there may be certain
files that require high availability and high reliability, while others
may not require the same guarantees of data protection. Produc-
tion databases files are examples of the former and temporaryfiles
created during other processes are examples of the latter. The Au-
toRAID system from HP uses this concept as it dynamically move
files from high reliability mirroring to lower reliability parity stor-
age [13]. However, it always presumes high reliability to start be-
fore gradually moving files to lower redundancy distributions.

The difficulty with dynamic mechanisms is that the only hint as to
the importance of the file is the frequency of access - wherebyfiles
that are frequently accessed are presumed to be more important and
thus need to have higher levels of protection. In practice, this is not
often true. For example, applications may be frequently accessed
but need not have high levels of data protection in non 24x7 envi-



ronments, since they can easily be re-installed. Therefore, the only
reliable source for importance of files is the user who is ableto
make judgments of cost in terms of disk space and performancevs.
availability, reliability, and RPO guarantees.

The natural expression of the user’s wishes is through attributes
on a file or directory and modern file systems support extended
attributes which can express features other standard file metadata.
We propose that these extended attributes be be used to be spec-
ify such data protection features such as reliability and availability
levels, RPO times, and backup intervals. However, since many of
these decisions are implemented at layers of the storage system that
are far removed from the file system, it is necessary to push this
attribute information down the storage system stack. With current
virtualized storage systems which abstract away much of theunder-
lying storage architecture, this may be difficult, but it is absolutely
necessary in order to fully expose to the user the costs and benefits
of each reliability choice.

With such file by file redundancy and availability attributes, it be-
comes possible to implement the two techniques discussed inthe
previous sections on a much smaller granularity. Thus, somefiles
could use the lower availability of FEARLESS while others could
use no redundancy at all. This is particularly useful in FEAR-
LESS in order to reduce the amount of data replicated on the flash
drive. Another setting could guarantee that some files have full
snapshot redundancy while other files may specify that no snap-
shotting is required at all. Obviously, these choices couldbe in-
termixed with each other or with additional storage optimizations
such as AFRAID. The key is that the tradeoffs are made visibleto
the user so that the user can control the choice.

5. RELATED WORK
The FEARLESS method is most similar to techniques used to cache
RAID5 parity. For example, parity logging caches partial parity
in non-volatile memory which is then flushed to a log disk [12].
Comparable methods that use disk instead of memory as the cache
include Trail, DCD, and RAPID-Cache [2, 4, 14]. FEARLESS dif-
fers from these methods not only in the fact that flash is used as
the redundancy store, but also in that the flash acts as a cacheto
offline backup media rather than RAID5 parity. Thus, FEARLESS
is much more appropriate in personal storage systems.

The use of removable storage as a cache has been recognized in
distributed storage and pervasive storage research. For example,
BlueFS uses removable storage as part of a cache hierarchy in
a distributed file system [7]. Similarly, Tolia extended theCoda
file system to support portable storage devices through lookaside
caching built on file recipe hashing. The PersonalRAID system
is a portable storage solution where the storage device is the cen-
tral personal storage device and provides synchronizationwith lo-
cal storage. The distinction between these systems and our system
is that FEARLESS caching is designed for redundancy - in other
words the cache is a redundancy cache of a backup system rather
than a cache of a distributed file system.

FEARLESS is intimately tied into judicious use of backup andsys-
tems that provide seamless online backup can ease this process.
Tape backed systems are inherently difficult to use and are not of-
ten used in personal storage systems. However, there have been
recent efforts to automate the backup process including research
efforts such as Pastiche [3] which uses peer-to-peer systems to pro-
vide backup storage and commercial efforts in disk-to-diskbackup.

6. CONCLUSIONS
In this paper, we have presented some strategies to weigh relia-
bility choices balanced with disk overhead and performancecosts.
In environments where 24/7 high data reliability is not always re-
quired, these tradeoffs present opportunities for performance and
disk overhead benefits. For example, FEARLESS allows laptop
users to have some level of data protection that would not other-
wise be possible. Snapshot optimizations can improve performance
while sacrificing a bit on data protection of old data. User specified
attributes can extend these choices to a file-by-file basis for better
control of these tradeoffs. The tradeoffs of these strategies show
that reliability should not be a fixed in stone metric and should al-
low flexibility depending on the situation such that variousaspects
such availability or RPO can be relaxed.
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