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Abstract

Peer-to-peer systems provide the opportunity to pool
large amounts of distributed resources to enable internet-
scale applications. However, the participant nodes are
highly dynamic and unreliable. Thus, any shared resource
such as file objects must incorporate redundancy to be use-
ful. While many studies have proposed heuristics to deter-
mine redundancy levels based on object popularity, there
has been little work in determining optimal or near-optimal
resource allocation based on node reliability. In this pa-
per, we present a strategy for the allocation of objects in the
presence of dynamic and unreliable peers. We have built an
availability model of peer-to-peer storage systems based on
the bimodal and time-dependent availability characteristics
of a P2P node. Using this model, we can select the size of
a candidate node set for storage allocation and assign stor-
age objects to maximize availability while still maintaining
a balanced distribution of objects.

1 Introduction

Peer-to-peer systems provide the opportunity to pool
large amounts of distributed resources to enable internet-
scale applications. The most well-known collaborative ap-
plication on these peer-to-peer networks is file sharing -
best exemplified by publicly available systems such as Nap-
ster, Gnutella [1], Kazaa [2], Overnet [3] amongst oth-
ers. Using these file sharing systems as inspiration, many
global storage systems have used a peer to peer network
framework as the underlying infrastructure to support a dis-
tributed storage system. These systems are characterized
by a global file system sitting atop an underlying peer-to-
peer network that provides routing and location function-
ality. Examples of such global storage systems include
OceanStore/Pond [4, 5], PAST [6], FarSite [7], Ivy [8],
CFS [9] and Pangaea [10].

Large numbers of nodes in any storage system mean po-
tentially large number of node failures and thus lower avail-

ability of data, where availability is defined as the proba-
bility that the data is accessible at any point in time. Data
may not be accessible if the storage node is down for any
of a number of transient or permanent reasons. These in-
clude network failure, computer crashes or simply that the
computer was turned off or the network was disconnected
as with a dialup connection. As a result, it is important
to have some form of redundancy to preserve data avail-
ability. When nodes have roughly similar failure rates, it
is relatively easy to model overall system reliability and
more importantly, the allocation of data objects does not
affect data availability. However, peer-to-peer systems have
widely varying failure rates, meaning that where objects are
placed can have a significant effect on data availability.

In this paper, we present an allocation strategy to maxi-
mize data availability for a peer-to-peer based storage sys-
tem. The algorithm is based on the realization that different
nodes in a peer-to-peer system have different failure rates
as well as the fact that those failure rates are time depen-
dent. We have developed a procedure that allows nodes to
maintain availability statistics on just a small subset of the
entire node set and then use that subset to allocate storage
fragments. Using an analytical model, we can then deter-
mine an optimal size to this node subset so that a desired
availability is achieved.

The remainder of the paper is organized as follows. We
present related work in the study of reliability and avail-
ability of P2P storage. We follow with a presentation of our
storage allocation strategy including a derivation of the ana-
Iytical model. Finally, we close with simulation results that
confirm our analytical model and the efficacy of our alloca-
tion algorithm.

2 Related Work

Availability in peer-to-peer systems has been investi-
gated by several researchers. Some of these studies have
been experimental as they examined actual peer-to-peer sys-
tems in order to characterize system uptime. Saroiu et
al. [11] crawled the Gnutella network and collected vari-



ous statistics including bandwidth, latency, and availabil-
ity. They found that only about 20% of the peers have
high (>93%) availability and that the median availability
was only 7%. Chu et al. [12] did a similar study and ob-
served time-dependent peer availability, i.e. some nodes
were turned off at night and were most likely to be on at
around 8 pm. Both these studies were limited by the fact
that they used IP addresses to identify nodes and thus likely
underreported availability because nodes changed IP ad-
dresses due to dynamic IP addresses. Using Overnet client
IDs, Bhagwan et al. [13] accurately tracked nodes and found
that the median availability was 30% instead of the lower
number reported by Saroiu. Another reason for the in-
crease may be that Bhagwan’s study was performed in 2003
nearly two years later than Saroiu’s study. Over that two
years broadband usage increased significantly and thus in-
creased the availability of always-on Internet connections.
Douceur [14] studied various peer-to-peer systems includ-
ing Napster and Gnutella and found two classes of availabil-
ity - one class where the peer was on nearly all the time and
another class where the peer appeared to be cycled on and
off.

Besides experimental studies, others have investigated
strategies to address availability by looking at various forms
of redundancy. CFS [9] uses simple replication of objects.
In order to increase availability, OceanStore [4] uses m/n
erasure codes where an object is split into n fragments and
distributed to n peers, but only m fragments are required to
recover the data. Neither CFS or OceanStore amongst oth-
ers considered node availability when placing object frag-
ments or replicas. CFS, for example, places replicas on
peer nodes that are closest to the publishing node. Van Re-
nesse [15] proposed a modification of the replica placement
algorithm by considering the reliability of nodes and plac-
ing as many replicas on peer nodes as needed until the de-
sired availability was achieved. However, this approach did
not take into the account the available storage space on each
peer nodes leading to an unbalanced distribution whereby
highly available nodes contain most of the replicas and can
become overloaded.

Other replica placement algorithms have also taken ob-
ject availability into account. Farsite uses replication along
with a hill climbing algorithm to progressively improve
the file availability by swapping file replicas [16]. Xin
et al. [17] expanded on this algorithm by using erasure
codes across redundancy groups and considering nodes with
cyclic availability behavior. They presume that peers are
down for half the day but spread evenly across the globe
thus balancing availability throughout the day. This as-
sumption is not true for regional networks and may not even
be true for global networks as seen by data collected by
Chu, who observed that much of the Gnutella user popu-
lation is based in the United States. This algorithm also

introduced the idea of candidate sets but didn’t define tech-
niques for determining an optimal size for this set. In this
paper, we will define a model to arrive at an optimal can-
didate set size for a desired availability. Kangasharju [18]
developed an integer programming formulation to the ob-
ject placement problem based on a priori knowledge of full
system availability.

3 Storage Allocation Strategy

3.1 Storage Allocation as a Dynamic Pro-
gramming Problem

Before we discuss the allocation strategy, we formulate
the problem as a dynamic programming problem to arrive
at a near-optimal solution. The goal is to assign data ob-
jects and their replicas to nodes in the peer-to-peer systems
such that the availability is maximized. The model is an ex-
pansion of that presented in [18]. We assume there are N
nodes in the system and there are s; available storage units
on node 4. a;(t) is a time-dependent function describing the
availability of node i, i.e. the probability that node 7 is up
at time ¢t. Previous studies [12, 13] have shown that node
availability has a clear dependency on time. There are J
data objects in the system and for simplicity we assume that
each object is equal in size to one storage unit. This is not an
unreasonable assumption for block-based storage systems.
For generality we can assume that the redundancy method
is some form of an erasure code where the object is divided
into n fragments with m(< n) fragments required for re-
covery. Other redundancy mechanisms can be expressed
using this formulation; e.g. no redundancy is equivalent to
the case where m = n, RAIDS is equivalent tom = n — 1,
and simple replication or mirroring is equivalent to m = 1.

Since the general m of n redundancy problem can be
quite complex, we start with a simpler problem where there
is full redundancy or mirroring (m = 1). We will revisit the
general m of n problem later, The probability, A;(¢) that
the data object j is available is:

N
A;(t) =1=JJ(@ = ai(t)® ()
i=1
d;; is 1 if a replica of object j is on node ¢ and 0 other-
wise. If we assume that each object is equally popular we
can average across all data objects, and arrive at the overall
system data availability given by:

A = 33" 4300 @

We can assume that a;(t) is periodic (either daily or
weekly), which means that A(t) will also be periodic. We



can, therefore, calculate the average availability, A as fol-
low:
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Jj=1
Since the goal is to maximize the overall system data
availability, we can set up a dynamic programming prob-
lem, WI}ere the objective is to choose d;; such that we max-
imize A subject to the following storage availability condi-

tion:

J
> dij <si “4)
=1

However, since A(t) is time dependent, maximizing A
is not ideal since a feasible solution may still produce poor
data availabilities at certain times of the day. Thus, we also
choose a desired minimum availability, fl, and introduce
new conditions with a discretized ¢ as follows:

Aj(t) > A vyt )

This dynamic programming problem is solvable by any
of a number of techniques. If a;(t) is constant, the problem
is somewhat simplified since zero-one integer programming
techniques could be used. However, the solution is depen-
dent on the a priori knowledge of all node availabilities, i.e.
we know a;(t) for all ¢. In practice, it is difficult for a single
node to know the availability probability of all other nodes
in a large system. It could be done in a distributed fashion
where periodically nodes exchange availability information.
More problematic, however, is that once an optimal data al-
location is arrived at, it is assumed that we can dynamically
reallocate objects to match this allocation. In a live system,
though, doing storage reallocation can be very expensive
and thus impractical. Therefore, instead of trying to opti-
mize the allocation of all objects across the entire system,
we focus our efforts on an algorithm for the allocation of a
single object at the point of creation such that overall sys-
tem availability is maximized. Thus, we can concentrate on
a single node that is publishing an object and must now de-
cide where to place the object fragments to maximize object
availability with the constraint that each node has limited
storage.

3.2 Analytical Model of Storage Alloca-
tion at Object Creation

It is in this light that we revisit the original general m of
n erasure code allocation problem. Formulating the more
general problem as a dynamic programming system is prob-
lematic and as shown above even in the simple case, it is im-
practical. Instead, we restate the goal to be the optimization

of the allocation of a single object j as it is created rather
than optimizing the allocation of all objects currently in the
system.

We first presume that each node keeps track of the avail-
ability of k& other nodes in the system. This can be done
through active probing or through side effects of natural
communication with the node’s neighbors. The availabil-
ity of each node is kept as a vector where each vector entry
is a time period. If we accumulate data on a daily basis
with an hour granularity, the vector will be 24 entries long
with each vector entry representing the availability over an
hour time period. The length of the vector is dependent
on the expected periodicity of the availability function. In
other words, if we expect that the availability function is the
same every day, we would accumulate data on a daily ba-
sis. On the other hand, the availability function could vary
from day to day; e.g. weekend behavior is different from
weekday behavior. In such a case, the availability function
has weekly periodicity, and we should accumulate data on a
weekly basis. In either case, since k£ will be much less than
N, the resources to store the availability vectors should be
minimal. These k£ nodes provide a set of nodes from which
we can select n nodes to use for redundancy, and these n
nodes should be chosen such that the object availability is
maximized. The set of k nodes is similar to the candidate
set described in [17]. The difference is that we maintain a
time-dependent availability vector for each of the & nodes
rather than just an overall availability. We also keep track
of the available storage at each node so that highly available
nodes do not get overloaded.

Since previous studies [13, 14] have shown a bimodal
availability characteristic in P2P networks, we place nodes
in two availability classes: always_on and cycled. Describ-
ing these classes behaviorally, we call these two classes
servers and homePCs, respectively. The servers are almost
always on and typically have larger amounts of available
storage. The homePCs, on the other hand are down for
large parts of the day and may have less storage available
for sharing. We can classify nodes in our availability set
based on an examination of the time dependency vectors
for each node. When selecting the n nodes from the can-
didate set, we need to choose between these two classes of
nodes - servers and homePCs. To maximize availability,
it would seem that we should always choose servers from
the candidate set. However, if we always choose servers,
the server nodes would run out of storage space. Thus, we
choose only g server nodes from the candidate set and the
remaining n — g nodes will be homePCs. We will now es-
tablish bounds for g dependent on the available storage on
a server.



3.2.1 Selection of server nodes from candidate set

If the fraction of total nodes that are servers is f, then
there are, on average, fk nodes in the candidate set that
are servers. This server percentage is a global value and
is assumed to be known by each node a priori. The server
percentage can be calculated by background processes that
periodically query system availability. If each object frag-
ment is of unit size, - represents the average amount of
storage used on the servers. Likewise, there are k — fk
homePCs in the candidate set, and of those only n — g nodes
are selected to be the redundancy set. The average amount
of storage used per homePC is ;~—Z. This establishes the

k—fk-
ratio of used storage between a server node and a homePC
node as ?&:J; )) Now, if we limit this ratio to r, i.e. we

say that each server has r times the available storage of a
homePC, then we can arrive at the following inequality. r
is a measured quantity based on the assumption that servers
will have more storage than a homePC.

S 9 =1f) 6
"= fn—g) ©
which leads to
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Eq. 7 establishes a limit on g determined primarily by the
available storage on the servers. If » = 1, i.e. the servers
have equal storage to a homePC, then g < fn. Asr goes up,
g goes up as well, meaning we can select more server nodes
from the candidate set. Since more server nodes selected
from the candidate set means higher availability, it makes
sense to maximize g by trying to select server nodes from
the candidate set until we hit the limit, 1_7“;?_” - We will
call this limit g.

Therefore, when we allocate n fragments of a storage
object, we will assign no more than § of the fragments to
server nodes !. However, on average, there are only fk
server nodes in the candidate set. Thus, selecting a large
enough k is key to ensuring that there are g nodes available
in the candidate set. However, we do not want an arbitrarily
large k since that increases the number of nodes that must
be probed for availability.

3.2.2 Selection of candidate set size

Thus, we must determine a minimal k that is still suffi-
ciently large enough to provide an acceptable availability
for a data object. As before, we will derive an expression

UIf § is non-integral, particularly if it is less than 1, we probabilistically
allocate the server nodes. For example, if f = 0.2, r = 1,andn = 1,
then ¢ = 0.2. Thus, when allocating fragments, we pick a server node
only 20% of the time. For the purposes of this discussion, however, we
will assume that § is integral.

for the expected availability. Assuming bimodal charac-
teristics, server nodes have 100% availability and homePC
nodes have a time dependent availability equal to a;(t). We
start by stating the availability as:

A(t) = pr(kvg)a(n7mvg’t)+
g=0

k
> prlk,g)a(n,m,g,t) (8)
9=3

where p¢(k, g) is the probability that there are exactly g
server nodes in a candidate set of size k and a(n,m, g,t) is
the availability of the data object given that we have found
g server nodes in the candidate set. Since g can be no larger
than g, the availability expression has two parts for when g
is less than g and for when g is equal to or greater than g.

py is defined as follows:

i) = () o1 gy ©)

To derive o, we assume for simplicity that the homePC
nodes are equally geographically distributed and that they
share a common time dependent availability function. We
will revisit this assumption in Section 3.3. With this simpli-
fication, we can remove the time dependency and calculate
an average homePC node availability as shown in Eq. 10.

1 T
&:TAa@ (10)

We can derive o by noting that in order to recover the
data object, we must find m fragments of the n data ob-
ject fragments. Since g of those fragments were assigned to
server nodes, we can assume that those fragments are recov-
erable because the server nodes are always available. The
remaining n — g fragments have been assigned to homePC
nodes from which we have to find m — g available nodes.
Using a as the average homePC availability and a construc-
tion similar to Eq. 9, we arrive at:

n—g
a(n,m, g) = <n ,: g) a*(1—a)" 97" (11

= pa(n— g, 1) (12)
p=m-—g

Note that « is not dependent on k because n— g is always
less than k and as such we are always guaranteed to find
n — g homePC nodes to assign the remaining fragments.
Putting Eqs. 8, 9 and 12 together, we arrive at the following
objective for the overall availability:
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We can use Eq. 13 to select a & such that our objective is
met. Since there is no closed form expression for k, we must
use optimization methods to determine k. Howeyver, since
A is strictly increasing with respect to k, finding k can be
done fairly efficiently. Table 1 shows values for k for a vari-
ety of redundancy configurations, including no replication,
RAIDS, mirroring, and a 32/16 erasure code. The availabil-
ities are expressed in units of “nines”, which is defined as
—log10(1 — A). It is a measure of the number of leading
“nines” in the availability fraction. For example, an avail-
ability of 0.999 represents 3 nines. We show the desired
availability in the fifth column and the predicted availabil-
ity in the last column.

As can be seen from the table, in some cases, it is not
possible to achieve the desired availability. For example,
with no replication or with RAIDS, the availability con-
verges to around 0.3 nines (or A = 0.5), regardless of how
large k is. With no replication, § = 0.5, which corresponds
to an integral value of 0. Thus, no fragments are assigned
to server nodes, leaving the total availability equal to the
homePC availability. In the table, also note the impact that
r has on availability. It is not possible to get 2 nines of
availability with an erasure code and » = 1. The maximum
achievable availability of 1.07 is determined primarily by
the fact that ¢ is limited by Eq. 7. In other words, the avail-
ability is limited because there are not enough servers to
allocate fragments to. Increasing ¢ past the limit imposed
by Eq. 7 will cause the servers storage space to become
over-allocated. However, if r is larger, we can get the de-
sired availability, since as r goes up, the available storage
on servers goes up meaning that we can assign more frag-
ments to server nodes. Assuming that r is large enough,
we can then increase k to get significant improvements in
availability as seen in the last three rows of the table.

Note, that we have made an assumption that there is a
difference in storage capacity between servers and home-
PCs, i.e. » > 1. If these servers are commercial entities,
that assumption is likely. However, if the server nodes are
simply homePCs that are on all the time, we may not find
a correlation between servers and larger storage space. At
this point, there have not been any studies that have mea-
sured storage space on nodes in a peer-to-peer system; thus,
we can not determine a value for r. Before this algorithm

(6—1)/10 ift <6,
(t—6)/14 ift <t <20,
(30 —t)/10 if ¢ > 20.

a(t) =

0.8

0.6

Availability

0.4 r

0.2 r

0 5 10 15 20
Time

Figure 1. HomePC availability function

can be implemented, further study on typical values of r are
needed. We could set r a priori, based on measurements
collected from p2p networks or alter  dynamically through
monitoring of the p2p network. If we find through these
studies that there is no correlation between storage space
and servers, then we would set r to 1. In that case, it be-
comes clear that achieving high availabilities is very diffi-
cult. The primary determinant of the availability, g, is equal
to fn, and f in most peer-to-peer systems is very low as
discussed above. Thus, the need to prudently allocate frag-
ments to the servers becomes very important in order to ar-
rive at somewhat reasonable availabilities.

3.2.3 HomePC allocation

To this point, we have not discussed the allocation of stor-
age fragments to the homePC nodes. In the previous sec-
tion, we developed a model that assumed an average avail-
ability, a, for the homePC nodes (See Eq. 10). However,
this assumption is true only if the data fragments are allo-
cated geographically across the homePC nodes. Therefore,
the allocation strategy for homePC nodes must take this into
account by ensuring that the nodes are geographically dis-
tributed, so that at any particular time there will be some
subset of nodes available. We first define a time dependent
availability function for the homePCs as shown in Fig. 1. It
is an approximation of the data collected by Chu et al. [12].
t is a variable representing the hour in the day and as can be
seen, the availability peaks at 8pm. The average availability
is 50%.

The goal is to ensure that we select n — g homePC nodes
so that they are equally distributed geographically. For the
most part, n — g will typically be less than 24. For example,



n | m|r| —logio(4) || |g] Eq.T) | k —log1p(1 — A)
No replication | 1 1 |4 1 0 1 0.30
RAIDS 5 4 |4 1 2 49 0.30
Mirroring 2 1 |4 2 1 15 2.06
Erasure code 32|16 | 1 1 6 39 1.01
Erasure code 32116 | 1 2 6 128 1.07
Erasure code 32 |16 | 2 2 10 74 2.01
Erasure code 32 116 | 2 3 10 212 2.07
Erasure code 32116 | 4 3 16 84 3.04
Erasure code 32 |16 | 4 4 16 103 4.00
Erasure code 32 |16 | 4 6 16 138 6.01

Table 1. Candidate size (k) for various data redundancy choices and server storage choices (f =

0.2,@ = 0.5).

if we look at the data from Table 1, n — g ranges from 1
to 26. Thus, it is unlikely that we will be able to find in
the candidate set one node from each of the 24 time zones.
Therefore, we will use a much larger granularity of 4 time
zone groups. In other words, each group will comprise of
6 time zones. When selecting nodes for allocation, we will
greedily select nodes to balance the groups. For example,
when n — g is equal to 16, we will try and select 4 nodes
from each time zone group. If the available nodes are not
geographically balanced, i.e. there are more nodes from a
particular region as was observed by Chu et al. in Gnutella,
then it may be impossible to balance the nodes as the rare
nodes from outside the overrepresented region get full.

3.3 Storage Allocation Algorithm

Using the model described in the previous section, we
can arrive at a maximum value for g and a minimum size for
k for a desired availability. The k values can be calculated
before hand for a variety of desired availabilities and ex-
pected redundancy and storage configurations as was done
in Table 1. Each node will then monitor the availabilities
of k nodes in its candidate set. Depending on the size of k
and the particular routing protocol being used, the candidate
set may or may not be a subset of the neighbor set used in
routing. Using these ¢ and k parameters, we can devise an
algorithm for allocating storage fragments to server nodes
as shown in Figure 2.

4 Simulation Results

We simulated the overall system availability using a set
of 16384 nodes with bimodal behavior. Server nodes were
assumed to have an availability of 0.99. HomePC nodes
have an availability function that is shown in Figure 1. We

node_count=0
# allocate up to § servers
for node i in candidate set of size k
if ¢ is a server and it has space then
allocate fragment to node 12
node_count + +
if ( node_count = ¢ )
exit loop
end 1if
end if
end for

# allocate remaining fragments to homePCs
for node i in candidate set of size k
if 7 is a homePC and it has space then
tzgroupno = time zone group of ¢
add node i to tzgroup[tzgroupno] set
end if
end for
while ( node_count <n )
if ( tzgroup[tzgroupno] is not empty ) then
i = remove node from tzgroupltzgroupno + +]
allocate fragment to node 12
node_count + +
end if
end while

Figure 2. Storage allocation algorithm

The storage algorithm is consisted of two phases. In the first phase,
we allocate fragments to § servers. In the second phase, the re-
maining fragments are allocated to homePCs. When allocating
fragments to homePCs, we first classify the homePCs by their time
zone group. Then, we iterate over the time zone groups to allocate
fragments in a round robin fashion, so that the fragments are allo-
cated uniformly across the time zones.
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Figure 3. Availability vs. f (world distribution, r = 4, k = 256).

evaluated the effect on availability for a number of param-
eters including f, and k. We also evaluate the effect of our
allocation algorithm vs. a random algorithm that does not
take node availability into account. The simulation was run
for 3 years in simulated time with requests made at an av-
erage 1 per second making roughly 100,000,000 total re-
quests. Availability was measured as the percentage of re-
quests that could be satisfied. We looked at four different
redundancy configurations: no redundancy (n = 2,m = 1),
RAIDS (n = 5, m = 4), mirroring (n = 2, m = 1), and an
erasure code (n = 32, m = 16). We also assumed that the
storage ratio, r, is equal to 4.

4.1 Effect of storage server percentage (f)

Figure 3 shows the effect of f on availability for four
redundancy different configurations. The availability is
shown in terms of nines of availability, i.e. —log(1—A). As
the percentage of nodes that are servers increases, the avail-
ability increases since there are more “always on” nodes in
the system. Note that data points for high values of f are not
shown in Figure 3(d) since the simulations showed no fail-
ures during the run, indicating 100% availability or infinite
nines.

The graphs also compare our placement algorithm with

a random placement algorithm. When there is no replica-
tion, as in Figure 3(a), there is no advantage to our algo-
rithm since our placement algorithm only affects replicas
and not the primary copy of the data. For the other redun-
dancy configurations, however, our algorithm performs bet-
ter, particularly for mid range values of f. It is clear that
placing objects with an understanding of the node availabil-
ity can have a significant effect on availability - in some
cases several orders of magnitude. In studies by Bhagwan
et al., they observed that the server percentage, f is typi-
cally around 20%. It is in this range that the advantage of
our placement algorithm is clear. For example, we see that
random placement achieves availabilities less than 90% at
f = 0.2 for all the redundancy configurations. This level of
availability is not acceptable for applications that demand
high availability. However, the use of our algorithm im-
proves the availabilities to over 99% for mirroring and to
over 5 nines when erasure codes are used. This level of
availability makes P2P storage acceptable for high avail-
ability applications. At higher values of f, while our al-
gorithm is still significantly better, the advantage may not
be as critical because random placement may provide suf-
ficiently high availabilities, particularly when erasure codes
are used. However, high values of f are not to be expected
in general P2P networks as Bhagwan et al. demonstrated.
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The knees in the curves at f = 0.5 in Figure 3(b) and
at f = 0.2 in Figure 3(c) correspond to the point where
f is large enough that § becomes larger than m. At this
point, the maximum number of servers in our redundancy
group is more than are required to recover the data. When
this occurs, we no longer need to depend on low-reliability
homePC nodes since we will have at least m servers in the
redundancy group to recover the data from.

We also wish to examine whether a difference in the ac-
tual f and the pre-measured f that we use in our model
affects the observed availability. Figure 4 shows the sensi-
tivity of the methodology to f. The x-axis is the f used in
the model to derive g, and three plot are shown where the
actual f in the simulated system is 60%, 100%, and 140% of
the model f. As can be seen, there is very little affect on the
availability. However, if the f used in the model does not
reflect reality, the servers can become unbalanced as they
will contain less or more fragments than they should accom-
modate. Our simulations show that when the actual server
percentage is 60% of the f used in the model, servers con-
tain 63% more fragment storage than they should. At 140%,
servers contain 30% less storage than it should. However,
if we can determine f with an error of less than 20%, the
imbalance can be maintained at less than 20% as well.

4.2 Effect of candidate set size (k)

Figure 5 graphs the availability vs. the candidate set size.
Along with the simulation points, the curves corresponding
to Eq. 13 are shown for the mirror and erasure code config-
urations. As can be seen, the simulations and the analytical
model curves correspond very well until we hit a knee at
which point the simulation shows virtually no improvement
in availability as k increases. This difference occurs be-
cause the analytical models assume that the servers never
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Figure 5. Availability vs. %k (world distribution,
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Figure 6. Availability vs. g (world distribution,
f=.2,r =4,k = 256).

fail while the simulation assumes that the server nodes are
only 99% available. The knee point occurs when the avail-
ability reaches the maximum possible availability with 99%
availability servers and that can be calculated as 99.5% (2.3
nines) for the mirrored case and 99.9994% (5.2 nines) for
the erasure code case.

We can also use this graph to confirm the Table 1 choices
for k. The graph shows the points where k equals 15 for
mirroring and its correspondence to the 2 nines level of
availability. Likewise, points where k equals 84, 103, and
138 correspond to the 3, 4, and 5 nines level of availabil-
ity for erasure code. These values correspond to the values
predicted in Table 1.

4.3 Effect of max server count (§)

Figure 6 shows the effect of the max server count (§)
on availability. In these simulations, § is set as a simula-
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Figure 7. Availability vs. geographical distri-
bution (f = .2, = 4, k = 256).

tion parameter, rather than being determined automatically
by Eq. 7 as in the other simulations. In general, as § goes
up, the availability goes up. This is because the number of
servers in the redundancy group goes up. However, as we
mentioned in the previous discussion on candidate set size,
the availability is limited because the simulated servers have
an availability of only 99%. There is a knee in the RAIDS
curve visible at § = 4 which corresponds to the knee at
f = 0.51in Figure 3(b). The knee is not visible in the mirror-
ing curve because the corresponding knee point is at ¢ = 1.

4.4 Effect of geographical distribution

Figure 7 shows the effect of geographical distribution on
the availability characteristics. We examined three different
distributions - world where the nodes are distributed equally
across the time zones, us where the nodes are concentrated
within the four US time zones, and local where all the nodes
are located within the same time zone. For small redun-
dancy groups such as mirroring (n = 2) or RAIDS (n = 5),
the geographical distribution does not have much of an ef-
fect. This is because with small redundancy groups it is
easier to map most of the nodes to servers, and the avail-
ability of servers is not affected by the geographic location.
For the erasure code redundancy configuration, the redun-
dancy group is much larger (n = 32), and as such a greater
percentage of the nodes are homePC nodes which are af-
fected by the time-dependent and thus geography depen-
dent availability function. The world distribution performs
best because it is easier to find an available node when you
can search the entire globe. We are basically shifting and
overlapping the time-dependent availability curve from Fig-
ure 1 to arrive at a nearly uniform overall availability with
no time dependency. The us distribution suffers because we
only use 4 time zones to look for nodes that are up. The lo-

cal distribution is the worst because all the nodes are in the
same time zone and thus provides no opportunity to overlap
time dependent availabilities meaning that there are parts of
the day where there are no nodes that are up at all.

5 Conclusions

We have presented a methodology for storage allocation
in an unreliable peer-to-peer network. The key contribu-
tions are the use of time dependent availability vectors and
a bimodal availability distribution. The use of an analytical
model helps us derive metrics for optimal candidate set size
as well as the number of servers to which to allocate frag-
ments. The model also helps us keep the storage allocation
balanced so that highly reliable server nodes are not over-
loaded and thus exhausted of storage space. The algorithm
shows significant improvement in the availability of data in
a peer-to-peer storage system. In further work, we will up-
date the allocation algorithm to take into account network
locality. Doing so would ensure a geographic distribution
of storage fragments, so that data is accessible in as few
network hops as possible. We will also implement the al-
gorithm in an existing P2P system in order to quantify the
impact, if any, on performance.
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